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Abstract— Several studies in the literature have been addressed by the researchers to solve security dilemmas of Mobile Ad-Hoc Networks (MANET). 
Due to the wireless nature of the channel and specific characteristics of MANETs, the radio interference attacks cannot be mitigated through convention-
al security mechanisms. These attacks cause a significant degradation on overall network throughput, packet transmission rates and delay on the MAC 
layer since other nodes step back from the communication. A malicious node can continually transmit a radio signal in order to block any type of legiti-
mate access to the medium and/or infer with reception. This phenomenon is called as jamming and the malicious nodes are termed to as jammers. MA-
NET routing protocols could improve system performance by increasing throughput and data dropped. To minimize the impact of the disruption, it is 
important to identify its presence. So, in this paper, a meliorated detection mechanism has been proposed in order to detect the physical jamming at-
tacks in Ad Hoc On Demand (AODV) Routing protocol thereby increasing the throughput and decrease the delay. The results of the proposed technique 
are compared with the existing techniques USM and RAS.  
 
Index Terms— AODV, Defense, Delay, Jamming attack. 
 

——————————      —————————— 

1 INTRODUCTION                                        
wireless networks enjoy widespread commercial implementa-
tion because of their low cost, ease of use and setup. However, 
since accessing wireless media is much easier than tapping a 
wired network, security becomes a serious issue when imple-
menting any wireless network. There are two classifications of 
Mobile networks: Infrastructure networks and Mobile Ad Hoc 
Networks (MANET) according to their dependence on fixed 
infrastructures. In a Mobile Ad Hoc Network, the network 
may experience rapid and unpredictable topology changes 
because of the presence of the mobile nodes. Every node in 
MANET has the responsibility to act as a router and routing 
paths in MANETs. Due to the wireless nature of the channel 
and specific characteristics of MANETs, these are easily ex-
ploited bye various attacks.  A malicious node can continually 
transmit a radio signal in order to block any type of legitimate 
access to the medium and/or infer with reception. This phe-
nomenon is called as jamming and the malicious nodes are 
termed to as jammers.  
The jamming is categorized as: Physical and Virtual Jamming 
attacks [10]. 
The physical jamming is launched by continuous transmissions 
and/or by ensuring packet collisions at the receiver. Physical 
or Radio jamming in a wireless medium is a simple but the  

 
most disruptive form of DoS attack[5]. The jammers leading to 
these attacks can deny complete access to the channel by mo-
nopolizing the wireless medium. The nodes trying hard to  
communicate have an unusually large carrier sensing time 
waiting for the channel to become idle[15].  
Virtual Jamming Attacks can be launched at the MAC layer 
through attacking on the RTS/CTS (Rate to Send/Clear to 
Send) frames or DATA frames. An advantage of MAC layer 
jamming is that the attacker node consumes less power in tar-
geting these attacks as compared to the physical radio jam-
ming. Here, we focus on the jamming attacks at the MAC layer 
resulting in collision of RTS/CTS control frames or the DATA 
frames. In virtual jamming attack malicious node send RTS 
packets continuously on the transmission with unlimited peri-
od of time. During this entire process, the malicious node ef-
fectively jam the transmission with a large amount of trans-
mission on the wireless channel with small expenditure of 
power[2]. Jamming attack can easily be deployed in wireless 
network resulting in the degradation of network’s throughput 
and performance. MANET routing protocols could improve 
system performance by increasing throughput and data 
dropped. Previous techniques exist, to prevent and mitigate 
the jamming attacks thereby improving the throughput and 
resulting in the increased overall performance, but they result 
in increased network delay. So, the objective of the paper is to 
propose an efficient approach with least possible delay and 
increased throughput for the detection of the physical jam-
ming attack in AODV protocol and compare the results with 
the existing techniques USM and RAS. The metrics of perfor-
mance with the proposed approach are Throughput and De-
lay. 
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2   LITERATURE REVIEW 
Wenyuan Xu et al. (2005) gives a detailed description of the 
radio interference attacks and diagnosing the critical issue of 
the presence of the jamming attack. Four different jamming 
attack models were proposed that can be used by an adversary 
to disable the operation of a wireless network, and evaluated 
their effectiveness in terms of how each method affects the 
ability of a wireless node to send and receive packets to and 
from the destination. The author also discussed different 
measurements that serve as the basis for detecting a jamming 
attack, and explored different scenarios where each measure-
ment is not enough to reliably classify the presence of a jam-
ming attack. The author observed that signal strength and car-
rier sensing time are unable to conclusively detect the pres-
ence of a jammer. Further, the author observed that although 
by using packet delivery ratio he may differentiate between 
congested and jammed scenarios, he was unable to conclude 
whether poor link utility was due to jamming or the mobility 
of nodes. To address the need of detecting the presence of 
jammer, the author proposed two enhanced detection proto-
cols that employ consistency checking. The first scheme em-
ployed signal strength measurements as a reactive consistency 
check for poor packet delivery ratios, while the second scheme 
employed location information to serve as the consistency 
check[1].  
Mario Strasser et al. (2008) considers the problem of how can 
two devices that do not share any secrets establish a shared 
secret key over a wireless radio channel in the presence of a 
communication jammer. An inherent challenge in solving this 
problem was that known anti-jamming techniques (e.g., fre-
quency hopping or direct-sequence spread spectrum) which 
should support device communication during the key estab-
lishment required that the devices shared a secret spreading 
key (or code) prior to the start of their communication. This 
requirement created a circular dependency between anti jam-
ming spread-spectrum communication and key establishment. 
The author proposed an Uncoordinated Frequency Hopping 
(UFH) scheme that breaks the dependency and enables key 
establishment in the presence of a communication jammer. 
The author performed a detailed analysis of UFH scheme and 
showed its feasibility, both in terms of execution time and re-
source requirements[6]. 
Ali Hamieh et al. (2009) describes that the military tactical and 
other security sensitive operations are still the main applica-
tions of ad hoc networks. One main challenge in design of 
these networks is their vulnerability to Denial-of-Service (DoS) 
attacks. In this paper, the author considers a particular class of 
DoS attacks called Jamming. A new method of detection of 
such attack by the measurement of error distribution was pro-
posed. To differentiate the jamming scenario from legitimate 
scenarios, the author measured the dependence among the 
periods of error and correct reception times. In order to meas-

ure this dependency, auhtor used the Correlation Coefficient 
which is a statistic measure of relation between two random 
variables[16]. 
 Zhuo Lu Wenye Wang et al. (2011) aims at modeling and de-
tecting jamming attacks against time-critical traffic. The author 
introduced a new metric, message invalidation ratio, to quan-
tify the performance of time-critical applications. The author 
claims that the behavior of a jammer who attempts to disrupt 
the delivery of a time-critical message can be exactly mapped 
to the behavior of a gambler who tends to win a gambling 
game. The author showed via gambling-based modeling and 
real-time experiments that there exists a phase transition phe-
nomenon for a time-critical application under jamming at-
tacks. As the probability that a packet is jammed increases 
from 0 to 1, the message invalidation ratio first increases 
slightly (even negligibly), then increases dramatically to1. 
Based on analytical and experimental results, the author fur-
ther designed and implemented the JADE (Jamming Attack 
Detection based on Estimation) system to achieve efficient and 
robust jamming detection for time-critical wireless net-
works[26]. 
Sisi Liu et al. (2012) addresses the problem of preventing con-
trol-channel DoS attacks manifested in the form of jamming. 
The author considered a sophisticated adversary who has 
knowledge of the protocol specifics and of the cryptographic 
quantities used to secure network operations. This type of ad-
versary cannot be prevented by anti jamming techniques that 
rely spread spectrum. The author proposed a new security 
metrics to quantify the ability of the adversary to deny access 
to the control channel, and introduced a randomized distrib-
uted scheme that allows nodes to establish and maintain the 
control channel in the presence of the jammer. The proposed 
method is applicable to networks with static or dynamically 
allocated spectrum. Furthermore, two algorithms for unique 
identification of the set of compromised nodes were proposed, 
one for independently acting nodes and one for colluding 
nodes[19].  
Dorus.R et al. (2013) proposes a mechanism for preventing 
jamming attacks on wireless networks, examine the detection 
efficiency of jamming attack and communication overhead of 
the wireless network using proactive and reactive protocols. 
RSA algorithm is used and analyzed for providing data pack-
ets integrity information during wireless transmission. 
Through simulation and performance analysis, the imple-
mented prevention mechanism and the integrity preservation 
provides higher packet delivery ratio in proactive routing pro-
tocol (OLSR) than reactive routing protocol (AODV)[8][25]. 
 Nadeem Sufyan et al. (2013) investigates a multi-modal 
scheme that models different jamming attacks by discovering 
the correlation between three parameters: packet delivery ra-
tio, signal strength variation, and pulse width of the received 
signal. Based on that, profiles were generated in normal sce-
narios during training sessions which were then compared 
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with test sessions to detect and classify jamming attacks. The 
proposed model helps in clearly differentiating the jammed 
regions for various types of jamming attacks. In addition, it is 
equally effective for both the protocol-aware and protocol-
unaware jammers[3][24].   
Arif Sari et al. (2014) proposed a technique to detect the jam-
ming attacks called as (USM) Unified security mechanism and 
compared the experimentation results being simulated in 
OPNET MODELER with an existing detection technique 
called rate adaptation scheme (RAS) on the basis of through-
put and delay. USM was based on the working of point coor-
dination function (PCF) mechanism whereas RAS was based 
on Distributed Coordination Function (DCF) mechanism. The 
simulation results proved that USM was better than RAS as it 
resulted in increased throughput[2][23]. 

3 SYSTEM MODEL 
3.1 Description of the First Scenario: 
This scenario consists of 50 mobile nodes deployed randomly 
in the area of 1000 x 1000 m. Nodes move in this area on the 
basis of random waypoint mobility model with a constant 
speed of 10 m/s. With the help of this algorithm, random tra-
jectories of the mobile nodes have been set. The ad-hoc routing 
protocol is changed accordingly as per the requirements of the 
simulation study in order to analyze the results under a par-
ticular protocol i.e. AODV. Here, the start time is taken as 10 
seconds and the stop time is set to the end of the simulation. 
The packet inter-arrival time and the packet size is set to 0.03 
seconds (exponential) and 2000 (exponential). 
The scenarios are simulated and analyzed on the basis of two 
parameters- Throughput and Delay. 

1. Throughput- Represents the total number of bits (in 
bits/sec) forwarded from wireless LAN layers to the 
higher layers in all WLAN nodes of the network. 

2. Delay- Represents the end to end delay of all the 
packets received by the wireless LAN Macs of all the 
WLAN nodes in the network and forwarded to the 
higher layers. 

The simulation was performed for 300 seconds while the 
number of seeds used were 300 in order to provide 1 hour 
simulation performance.  
 

Table1 
Parameters for the first Scenario. 

Parameters involved Value used 
No. Of mobile nodes 50 
Area of the network 1000 x 1000 
Mobility speed of the mobile 
nodes 

10 ( m/s) 

Trajectory of the mobile 
nodes 

VECTOR 

Ad-hoc routing protocol AODV 

Start time 10 seconds 
Stop time End of the simulation 
Packet inter-arrival time 0.03 seconds (exponential) 
Packet size 2000 (exponential) 
Simulation time 300 seconds 
No. of Seeds 300 
Simulation kernel Optimized 
 
3.2 Description of the Attack Scenario: Here, we have 
placed two jammer nodes in order to engage the physical 
jamming attack in the network. The jammer used here is mo-
bile pulse jammer. Jammers also need to be configured accord-
ing to the network’s requirements. Here, the trajectory of the 
jammer nodes is set to VECTOR. The jammer bandwidth is set 
to 100000 and the jammer base band frequency is taken as 
2402. The pulse width is taken as 2.0. The start time and the 
stop time is set to 10 seconds and end of the simulation respec-
tively.  
 

Table2  
Jammer characterstics. 

Parameters involved Value used 
Model of the jammer node Mobile pulse jammer 
Trajectory VECTOR 
Jammer bandwidth 100000 
Jammer base band frequency 2402 
Pulse width 2.0 
Start time 10 seconds 
Stop time End of the simulation 
 
3.3 Description of the Third Scenario: In order to imple-
ment the proposed technique for the detection of the physical 
jamming attack, following detection technique is proposed.  
3.3.1 Proposed Technique 
In order to enhance the throughput of the entire network, the 
presence of the jammer node is very necessary to be stated. 
Various techniques were opted for the discovery, prevention 
and mitigation of the jamming attack. In order to enhance the 
throughput and decrease the delay as compare to the existing 
approaches, a meliorated detection mechanism is proposed in 
this dissertation, for the detection of the physical jamming 
attack.  

1. In case, if packet size exceeded to a particular RTS 
threshold, that packet would have to wait for a par-
ticular RTS/CTS interval in order to completely for-
ward that packet to its destination. So, the buffer size 
is taken as 102400000.  

2. Also, high data rate of 54 mbps is taken which was 
previously 11 mbps during the simple and the attack 
scenario. 

3. The value of the physical characteristics is set to Ex-
tended Rate PHY.  
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4. So, apart from performing the modifications in the 
data rate and buffer size for the prevention of penal-
ties caused by the drawbacks of the existing tech-
niques and in order to improvise the throughput, im-
proved AODV parameters are also adopted. Here, the 
active route timeout is taken as 30 seconds. 

 
4   PERFORMANCE RESULTS 

4.1 Analysis of jamming attack under AODV protocol: 
When the attack nodes were engaged into the network of the 
mobile nodes under AODV protocol, the throughput of the 
network decreased, thereby depicting the presence of the 
physical jamming attack. 

 
Fig 1. Detection of physical jamming attack under AODV on 
the basis of throughput 
 
Similarly, When the attack was found in the network, the de-
lay of the network increased. 

 
Fig 2. Detection of physical jamming attack under AODV on 
the basis of delay 
 

4.2 Analysis of jamming attack under AODV protocol 
when the proposed technique was applied: 

 
When the proposed mechanism was applied to the network of 
the mobile nodes in which the attack was found, the through-
put of the network first increased gradually and then reached 
to a promising level. On the other hand, the delay of the net-
work decreased to a significant value as compared to the at-
tack scenario. 
 

 
Fig 3. Throughput of the network under AODV with the pro-
posed approach 

 

 
Fig 4. Delay of the network with the proposed approach under 
AODV protocol 
 
4.3 Comparison of the results obtained from the pro-

posed technique to the existing 
 techniques- USM and RAS under AODV protocol: 

The existing techniques were also modelled in OPNET MOD-
ELER. Following graphs show that USM was better than RAS 
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in case of the throughput but could not cope up with the prob-
lem of increased delay. However the graphs plotted above, 
show that the proposed technique gives better results than 
USM and RAS technique in terms of delay and throughput. 
 

 
Fig 5. Throughput of USM and RAS under AODV protocol 

 

 
Fig 6. Delay of USM and RAS under AODV protocol 
The Tables 3 and 4 helps in the analysis of the above discus-
sion more clearly. 
 

Table 3 
Theoretical Comparison of the simulation results of the pro-
posed technique with USM and RAS under AODV protocol 
S. No Parameters 

Used 
Proposed 
Scheme 

USM RAS 

1. Throughput Highest Less than 
the pro-
posed 

Least 

in bits/sec scheme 
and more 
than RAS 

2. Delay in se-
conds 

Larger 
than RAS 
and less 
than 
USM 

Less than 
the pro-
posed 
scheme 
and more 
than RAS 

Least 

 
 

Table 4 
Value based Comparison of the simulation results of 
the proposed technique with USM and RAS under 

AODV protocol 
 

S. No Parameters 
Used 

Proposed 
Scheme 

USM RAS 

1. Throughput 
in bits/sec 

Near 
about 
4,000,000 
bit/sec 

Near 
about 
2,200,000 
bit/sec 

Near 
about 
1,600,000 
bit/sec 

2. Delay in 
seconds 

25 se-
conds 

Near 
about 50 
seconds 

10 se-
conds 

5 CONCLUSION 
A network-wide protection is required for the MANETs. 
So, in order to serve the purpose, jamming attack must be 
discovered. Various researchers tried to find the solution 
and did well in their efforts by providing us with several 
techniques. In order to improvise the throughput and de-
crease the delay, a Meliorated Detection mechanism is pro-
posed which came out to be promising, both in terms of 
throughput and delay, when compared to USM and RAS. 
In order to demonstrate this, the results of the proposed 
technique were analyzed and compared under AODV in 
OPNET MODELER.  
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